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Preventing and Detecting Identity Theft:  
Partnering with the IRS to Meet the Challenge 

(edited transcript) 
 
Kristen Landreth:   The title of this presentation is Preventing and Detecting Identity Theft: 

Partnering with the IRS to Meet the Challenge.  Again, my name is Kristen 
Landreth, and I am a senior tax analyst with the Return Integrity and 
Compliance Services organization.  It is known as RICS.  RICS is an 
organization within the Wage and Investment division at IRS, and it is 
generally responsible for the pre-refund compliance, which includes 
prevention and detection of identity theft and refund fraud in general. 

 
Our seminar objectives today:  we would like to increase awareness and 
understanding of the IRS' strategic approach to identity theft; review the 
2016 enhancements to combat identity theft; encourage opportunities to 
partner with IRS to protect taxpayers and your business; and ensure 
understanding of requirements to protect taxpayer data and protect yourself. 
 
So, what I want to do today is provide an overview of IRS' strategic approach 
to combatting identity theft; what actions we have taken; where we are 
headed; what role you play; and the opportunities we have for partnerships.  
Identity theft presents a challenge nationwide to businesses, organizations, 
and government agencies including the IRS.  It places a tremendous burden 
on its victims.   
 
The Federal Trade Commission reported this year that identity theft topped 
the FTC's national ranking of consumer complaints for the 15th consecutive 
year.  Coming in at third place on FTC's rankings were imposter scams led 
by IRS imposters.  In 2013, the FTC received about 2,500 complaints about 
IRS imposters, and in 2014, that number increased to over 54,000.  I will talk 
a little bit more about that particular scam a little bit later in the presentation.   
 
Javelin Strategy and Research of San Francisco – they conduct an identity 
theft report annually, and it is related to U.S. consumers.  They reported that 
for 2014, fraudsters stole $16 billion from 12.7 million U.S. consumers.  
Two-thirds of these consumers were data breach victims, so we are also 
going to talk a little bit about data breaches and how you can prepare for that. 

 
IRS' strategic approach:  as you can see, this is not just an issue that solely 
challenges the IRS.  This is national and even can be international issues. 
Identity theft takes many forms (credit cards being stolen, etc.), but IRS' 
responsibility is to tax-related identity theft.  Tax-related identity theft is 
when someone uses your name and your Social Security number (or an ITIN) 
to file a fraudulent return for a refund.  The IRS meets this challenge of tax-
related identity theft with a comprehensive and aggressive strategy.  The 
focus is prevention, detection, and victim assistance along with investigation 
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of these crimes.  Fighting refund fraud caused by identity theft is an ongoing 
battle for the IRS, one where we have made significant progress in the last 
couple of years, but we realize more does need to be done. 
 
We are continuing to improve our processes to the extent that our funding 
will allow.  Our focus today, though, will be on prevention and detection 
strategies.  It is important to point out that preventing refund fraud and 
identity theft involves a delicate balance.  This is because IRS has a dual 
mission when it comes to issuing refunds.  We have to balance the need to 
issue refunds in a timely manner with a need to ensure that claims are 
actually proper and that taxpayers' rights are protected.   
 
Years ago, taxpayers could expect to wait several weeks for a refund.  Now, 
more than 85 percent file their returns electronically.  When they use direct 
deposit for their refund, they get their refunds in 21 days or less (most of the 
time, often, within 14 days).  Typically, we receive third-party information – 
this is the Forms W-2 return information that verifies that information – after 
the returns are already filed.  So, we address this lag time by using data 
modeling and filters and compliance checks to identify potential identity theft 
and fraud.  This is the pre-refund compliance work performed in the RICS 
organization.  
 
IRS' strategic approach on prevention and detection:  once IRS accepts a 
return, it takes two consecutive paths.  The first path is through the Electronic 
Fraud Detection System.  We call this our EFDS system.  The return is given 
a score based on our data-mining models, and if the return hits data-mining 
models, it is sent for a screening and verification process.  We want to 
determine the accuracy of a taxpayer's wages and withholding prior to 
releasing that refund.   
 
The second path is the Dependent Database.  We use the term DDb.  This 
goes through 100 different types of identity theft filters.  DDb is a flexible 
system that allows programming changes to quickly react to newly-identified 
schemes. 
 
If the return is caught in one of these identity theft filters, it goes through an 
authentication treatment stream.  We want to make sure that this really is the 
SSN owner prior to us releasing and processing that return.  Now, there is a 
third system.  I am going to talk about that a little bit more later.  That is the 
Return Review Program (RRP).  This is in development right now.  It is 
partially being utilized this year for some identity theft models, but we will 
talk a little bit more about that because that is one of our future initiatives.  
We will talk about that later.   
 
In recent years, the IRS has made numerous improvements in our efforts to 
catch fraud before the refunds are issued.  We have implemented new 
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identity theft screening filters to improve our ability to spot false returns 
before we process them and issue the refunds.  We have also accelerated, to 
the extent we can under present law, to use those information returns (the  
W-2 information) in order to identify mismatches earlier.  In cases where 
dozens or even hundreds of refunds go to a single bank account or a single 
address, we added identity theft filters that flag these multiple-refund 
situations for further review. 
 
We are also limiting the number of refunds that can be electronically 
deposited into a single account.  Starting this year (the 2015 filing season), 
we limited direct deposit to three refunds into one account.  Any subsequent 
refunds were automatically converted to a paper check, and they were mailed 
to the address that was on that return.  We sent notices to those taxpayers 
informing them that their refunds were being mailed and they should receive 
them within four weeks from the date of that notice. 
 
We have implemented a variety of mechanisms to stop the growing use of 
criminals using deceased individuals' identity information to perpetrate tax 
fraud.  We routinely lock accounts of deceased taxpayers and have locked 
more than 26.5 million accounts to date.  Also, the Bipartisan Budget Act of 
2013 included the administrative proposal to limit public access to the Death 
Master File, which should further help to reduce identity theft related to this 
type of tax fraud.   

 
We have developed better procedures to use information about identity theft 
victims received from law enforcement officers who discover this 
information in the course of investigating identity theft schemes or any other 
criminal activity.  We use this data to flag taxpayer accounts and block 
returns filed by identity theft thieves.  This would be…could even be a traffic 
stop, some type of a search and seizure warrant where, when they go to the 
individuals' home, they find, say, suitcases full of SSNs and tax-related 
documents.  It gives them an indication that those TINs would be used for a 
tax-related identity theft situation. 
 
Another important part of protecting taxpayers' identities involves the IRS' 
Social Security number (the SSN) elimination and reduction program.  Under 
that program, we eliminate or reduce the use of SSNs within our systems, our 
forms, our notices, and our letters where the collection or the use of that SSN 
really isn't necessary.  To date, we have eliminated or reduced the use of 
SSNs on 70 different non-payment notices that we mail to taxpayers.  Also, 
we recently began to deploy SSN masking on eight additional notices with an 
annual estimated volume of 36 million notices mailed to taxpayers who 
request installment agreements. 
 
The Treasury Department and the IRS are also in the process of finalizing 
proposed regulations allowing persons that are required to furnish tax-related 
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documents to taxpayers to use a truncated TIN – they say “TTIN” is what 
they are utilizing for that acronym – on the taxpayer's copy of any tax-related 
document, and a TTIN can include an SSN or an ITIN.  The regulation that 
they are working on is Regulation 148873-09.   
 
We have developed procedures to better stop the processing of fraudulent 
returns from prisoners.  In fiscal year 2014, we stopped approximately 
55,000 fraudulent returns that were filed by prisoners representing 
approximately $2 billion in refunds.   
 
We are collaborating with software developers, banks, and others to 
determine how we can better address identity theft and prevent federal 
money from reaching the hands of identity thieves.  For example, we 
established the External Leads Program.  They receive leads from financial 
institutions and state agencies that have agreed to participate in our program.  
Currently (so, calendar year 2015), we have almost 500 institutions that 
participate with us.  That has resulted in nearly 198,000 questionable leads 
that were received at IRS in this program for questionable refunds.  Whether 
a financial institution has filters that they think are identity theft or they think 
are refund fraud, they still come in this form.  That resulted in tax refunds 
that were recovered by IRS of more than $556 million this calendar year.   
 
To combat the fraudulent use of prepaid debit cards, the IRS has also 
established relationships with representatives of the prepaid card industry.  
This enables us to leverage their security protocols designed to detect and 
prevent the fraudulent use of prepaid cards.  And in many cases, these 
companies can identify potential fraudulent tax refunds.  They can freeze or 
cancel those cards immediately. 
 
In 2008, we began placing an indicator on the accounts of taxpayers who had 
experienced identity theft.  These indicators initially served two primary 
purposes:  one was to speed up account reconciliation for the legitimate 
taxpayer (the SSN owner); and to reduce the likelihood of a taxpayer's 
information being used on a fraudulent refund in subsequent years.  In 2011, 
we launched a pilot program to test the Identity Protection Personal 
Identification Number.  You guys know this as the IP PIN.  The IP PIN is a 
unique identifier that authenticates a return filer as the legitimate taxpayer at 
the time that the return is actually filed.  The IP PIN is sent to the taxpayer 
right before the filing season for use on their return filing for one season 
only. 
 
We issued approximately 1.5 million IP PINs for this 2015 filing season.  We 
also offered a limited pilot program for 2014 filing season to test the idea of 
using IP PINs for individuals who had not previously been identified as ID 
theft victims.  Under this pilot, we offered certain taxpayers who filed their 
tax return the previous year from Florida, Georgia, or the District of 
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Columbia an opportunity to apply for an IP PIN.  We selected those states for 
the test because they have the highest per capita percentage of tax-related 
identity theft. 
 
Those were just some of the highlights.  But because of our prevention and 
detection effort and those recent improvements, we do stop the vast majority 
of fraudulent refunds.  As a result of these aggressive efforts from 2011 
through October of 2014, the IRS has stopped 19 million suspicious returns 
and protected more than $63 billion in fraudulent refunds.  This includes 
identity theft and refund fraud.  In calendar year 2014 alone, we stopped 2.27 
million confirmed identity theft-related returns claiming $15.8 billion in 
fraudulent refunds. 
 
So, it is not enough to say that we need to do a better job of detecting identity 
theft returns.  We also need to work to stop the criminals, and so this is where 
our Criminal Investigation function comes into play.  In fiscal year 2014, the 
IRS initiated 1,063 identity theft-related investigations.  Criminal 
Investigation enforcement efforts resulted in 748 sentencings as compared to 
438 in fiscal year 2013.  That was an increase of 75 percent.   
 
The incarceration rate rose seven percent to 87.7 percent, and the courts 
actually imposed more jail time in 2014.  The average months of those being 
sentenced rose to 43 months as compared to 38 months in fiscal year 2013, 
and the longest sentence was 27 years.  Each one of these criminals at 
prosecution usually represents hundreds or even thousands of fraudulent tax 
refunds.   
 
Prior to 2011, due to disclosure regulations, IRS was unable to provide local 
law enforcement agencies with tax information to assist in their 
investigations of identity thieves at that local level.  In 2012, IRS developed a 
program where taxpayers would be able to sign a waiver and allow this 
information to be released.  So, starting in 2012, the Law Enforcement 
Assistance Program provides for disclosure of federal tax information 
associated with the accounts of known and suspected identity theft thieves 
and victims with the express written consent of those victims. 
 
There are now more than 755 state and local law enforcement agencies from 
47 states that are participating in this program.  Since the start of the 
program, more than 6,700 requests were received from state and local law 
enforcement agencies.  The Identity Theft Clearinghouse – they call this 
“ITC” – continues to develop and refer identity theft refund fraud schemes to 
our CI field offices for investigation.  Since its inception in fiscal year 2012, 
it has received over 7,600 individual identity theft leads.  These leads 
involved approximately 1.47 million returns with over $6.8 billion in refunds 
claimed.   
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CI continues to be the lead agency that investigates identity theft and is 
actively involved in more than 78 multi-regional taskforces (or working 
groups) including the state and local law enforcement, solely focusing on 
identity theft.  CI has one of the highest conviction rates in all of the federal 
law enforcement at 93.4 percent.  It is the only federal law enforcement 
agency with jurisdiction over federal tax crimes.  CI has done a tremendous 
job working with the local law enforcement and the Department of Justice to 
ensure that people are getting put behind bars for this crime.   
 
IRS summit on identity theft:  with all these actions and all these programs, 
why is identity theft still an issue?  It is still an issue because it is a crime that 
constantly evolves.  Every year, there are new and different identity theft 
schemes, and the nature of the criminal changes.  We have had success 
stopping small-scale identity theft fraud; however, we are now facing 
sophisticated, large-scale schemes by organized criminals.  They are 
computer-savvy criminals, they attempt to reverse engineer our systems, and 
they are constantly probing and testing our filters.  In recent months, we have 
also seen these criminals use a combination of email phishing scams and 
large-scale data breaches that give them access to a tremendous amount of 
personally identifiable information about the taxpayers.  
 
We are pretty good at stopping returns when the criminal has a name and a 
Social Security number, but it becomes more and more difficult when the 
criminals have additional information.  They have names and Social Security 
numbers of dependents; they have your income information; they have your 
prior-year tax return information.  Because of tax-related identity theft 
incidents this filing season, IRS Commissioner Koskinen hosted a meeting in 
Washington, D.C.  It included representatives from the tax software 
industries, the state tax agencies, and the payroll and debit card industries.  
We are in constant communication with these groups individually throughout 
the year, but what is new is actually partnering together as a team to try to 
find solutions.  The decision was made to create three working groups 
currently studying what cybersecurity and technology solutions we can make 
immediately for the 2016 filing season and what actions may take a little bit 
longer. 
 
On June 11, Commissioner Koskinen announced the recommendations from 
those working groups, and all of this information is available on IRS.gov if 
you would like to learn more about it.  The groups agreed to several 
important new initiatives.  The first one was taxpayer authentication.  The 
industry and government groups identified numerous new data elements that 
can be shared at the time of filing to help authenticate a taxpayer and also 
identify and detect identity theft and refund fraud upfront.  The data will be 
submitted to the IRS and the states with the tax return transmissions for the 
2016 filing season. 
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Fraud identification – the groups agreed to expand sharing of fraud leads.  
For the first time, the entire tax industry will share aggregated, analytical 
information about their filings with the IRS to help identify fraud.  
 
Information assessment – in addition to continuing coordinated efforts, the 
groups will look at establishing a formalized Refund Fraud Information 
Sharing and Assessment Center to more aggressively and efficiently share 
information between the public and the private sectors. 
 
Cybersecurity framework – participants with the tax industry agreed to align 
the IRS and the states under the National Institute of Standards and 
Technology cybersecurity framework to promote the protection of 
information technology (IT) infrastructure.  The IRS and states currently 
operate under this standard, as do many of the tax industries.  
 
And then taxpayer awareness and communication – the IRS, industry, and 
states agreed that more can be done to inform taxpayers and raise awareness 
about the protection of sensitive personal tax and financial data to help 
prevent refund fraud.  These efforts have already started, and they will 
continue to increase throughout the year and expand in conjunction with the 
2016 filing season. 
 
What is new for 2016?  There will be more to come on the working group 
proposals, and we will certainly keep everyone informed.  IRS.gov – they are 
trying to keep information updated as soon as it becomes available.  
Meanwhile, we are moving ahead with a series of changes for 2016 and 
beyond.  We are continuing to enhance our filters and data models to identify 
fraudulent returns.   
 
We are very excited about our next generation filtering and modeling 
program.  This is the Return Review Program that I talked about a little 
earlier (RRP).  Parts of it are, again, in place this year with the identity theft 
models, but it is a major project, and it is going to have multiple releases over 
the next few filing seasons.  It is an integrated system that will enhance our 
capabilities of detecting, resolving, and preventing criminal and civil tax non-
compliance and fraud.  The Individual Taxpayer Identification Number (the 
ITIN) is also abused just like the SSNs.  So, starting in 2016, we will begin 
suspending ITINs that have not been used at least once in a five-year period.  
This will result in suspension of millions of ITINs – at least we believe that 
to be the case.  The nine-digit ITIN is used by taxpayers who have a tax-
filing obligation, but are not eligible for a Social Security number.  And 
again, you can find more information on this upcoming information on 
IRS.gov. 
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The limit on direct deposit refunds will remain in place for 2016.  Only three 
refunds will be electronically transferred to a single financial account or a 
prepaid debit card.  What we saw in 2015, though, was a disturbing number 
of tax preparers who are continuing to abuse the direct deposit in a split-
refund program to claim their fees.  So, as you know, this is prohibited.  
There are no exceptions for this rule.  There are no waivers with IRS or 
waivers with the taxpayer. 
 
Also in 2016, we will begin receiving Device IDs from the software industry. 
That will help us identify the criminals.  In 2015, software company 
participation was voluntary; however, in 2016, it will be mandatory.  This 
will help us identify specific computers or devices filing the fraudulent 
returns.  Device IDs not only will help us identify clusters of bad returns, but 
it should also help with the prosecution of the criminals (another piece of 
evidence). 

 
We are centralizing our victim assistance efforts within one organization – 
that's our Accounts Management function – which will result in more 
consistent treatment of taxpayers.  We are reviewing our next steps involving 
the IP PIN.  We are currently analyzing the results of that location-specific 
pilot that allowed any taxpayer who filed from Florida, Georgia, or District 
of Columbia to obtain an IP PIN.   
 
Now, is the IP PIN the way to go long term?  At this point, we are just not 
sure, so we are finishing our analysis.  We are continuing to explore taxpayer 
authentication options that would strengthen our verification at the time of 
filing, so that may be another option that we have longer term. 
 
For those of you who have EFINs – your electronic filing numbers – you 
should know that we are doing a comprehensive review of this program to 
determine what more can we do to improve the safeguards.  We already have 
stepped up efforts to expel those who are abusing EFINs for fraudulent use.  
We are working hard to prevent them from using stolen identities to obtain 
your EFIN or using your EFIN to e-file identity theft returns.  Also, we have 
increased our number of on-site visits as part of our monitoring program to 
ensure EFINs are being properly used. 
 
So, let me now turn to your role in this fight and suggestions about how we 
can possibly partner together.  You are the first line of defense in the fight 
against returns filed by identity theft thieves.  Knowing that the return you 
are preparing is true and correct should extend to the identity of the person 
filing the return.  Take the time to get to know your clients.  Use methods to 
validate the identity of new or referred clients.  Knowing your clients makes 
you a better preparer and a guardian of personal information. 
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Asking for identity validation as part of the process used to seem unusual, but 
in today's world, it is now the norm, and it is a necessary practice.  We also 
suggest you not accept paper returns to e-file from another preparer because 
they don't have e-file capabilities.  To quote your mother, “You don't know 
where it's been.”  And when it gets filed, it will have your EFIN and your 
PTIN, and you will be held responsible for the content filing and any 
detrimental issues.  This may impact your business as a result of filing 
fraudulent tax returns.  
 
You should also routinely review the number of returns filed with your 
EFIN.  This is a way to help protect your EFIN and quickly determine if it is 
being used for fraudulent use.  The numbers are updated weekly, and they are 
accessible through your e-Services account.  If you notice anything amiss, 
such as more total returns than you know that you filed, you should contact 
us immediately.   
 
Protecting taxpayers and your business:  we recommend that you follow all 
the requirements to protect taxpayer data.  You and every taxpayer in the 
nation are prime targets for identity-thief gangs.  Our filters are now 
sophisticated enough to identify thieves.  They really need more than a Social 
Security number to be successful.  They need income information; they need 
dependent information; some type of information in line with the historical 
filing pattern of that particular taxpayer.  With that being said, tax 
preparation companies, payroll companies, and health insurance companies 
are all prime targets for this information.  So, I would urge you (when you 
get home from this forum) to take stock of your security arrangements and 
make a security plan.  Review Publication 4557, Safeguarding Taxpayer 
Data: A Guide for Your Business, which is available on IRS.gov. 
 
Protection of taxpayer data is not just a good idea; it is the law.  If you handle 
taxpayer data, you may be subject to the Gramm-Leach-Bliley Act and the 
Federal Trade Commission's Financial Privacy and Safeguard Rules.  There 
are provisions within the Internal Revenue Code that protect and penalize 
unauthorized disclosure of taxpayer information.  This publication reviews 
the applicable laws.   
 
Some of these recommendations are just best practices.  For example, 
designate someone in your office to be responsible for safeguards; assess 
your existing safeguards; write a plan on how you will safeguard tax 
information; and monitor, evaluate, and adjust your security plan as business 
or circumstances change.  
 
The publication also provides examples of security steps that you can take, 
such as:  requiring passwords to restrict access to computer files; encrypting 
electronically-stored taxpayer data; keeping a backup electronically for your 



Preventing and Detecting Identity Theft: Partnering with the IRS to Meet the Challenge 
 
 

July 2015  Page 10 of 16 

electronic recovery purposes; and shredding paper containing taxpayer 
information before you just throw it in the trash.   
 
In addition to a security plan, you also need a plan to follow should taxpayer 
data be compromised.  If you have a data breach tomorrow, do you know 
what you would do?  It is important to think about this in advance and have a 
plan. 
 
One thing we are asking you to do is if you have a data breach or any type of 
issue that compromises taxpayer data, especially Social Security numbers 
and income, contact your local stakeholder liaison’s office immediately.  If 
you don't know your local stakeholder liaison, you can find a name and 
number through your state or local tax professional organization.  The 
stakeholder liaison, in turn, will notify our IRS Criminal Investigation area so 
we can determine if additional, proactive steps are warranted.  
 
If you have a data breach, we would like to work with you, and it is 
obviously in our mutual interest to act quickly.  As you may know, the major 
tax software companies and transmitters already are required to notify the 
IRS within one business day if they suffer a loss of taxpayer data.  You 
should also review the steps recommended by the Federal Trade Commission 
for companies that have data breaches.  Just like individuals, companies that 
have data breaches should notify one of the major credit agencies and notify 
the police.  Again, just being prepared with a plan is critical. 
 
In this new cyber world, you have to be constantly on guard.  During this 
past filing season, we saw a new kind of email phishing that specifically 
targeted preparers.  Within days of this scheme being reported to us, it had 
already spread nationwide.  This was a spoofing email (we have all seen 
those).  They look like they came from a credit card company or your bank 
asking for you to update information online, provide a password, or whatnot.  
This spoofing email posed as IRS e-Services and asked preparers to update 
their e-Services accounts. 
 
We quickly issued news releases and posted an item on e-News for Tax 
Professionals to warn as many preparers as possible about that e-Services 
fraud.  The term of art that we are using for this is an account takeover.  The 
purpose of this type of spoofing email is for you to provide all the 
information needed (your user names, your passwords, etc.) for the criminal 
to actually take over your account.  It can be your bank account.  It can be 
your account for tax professional tax software.  It can be your e-Services 
account.  Once the thief has your account information, they can wreak havoc 
on all kinds of things. 
 
Criminals also adapt very quickly.  This filing season, we saw new versions 
of the spoofing scam where criminals were trying to trick taxpayers into 
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providing their electronic filing PINs used to verify their tax returns and their 
Identity Protection PINs.  We would ask your help when you see these types 
of email schemes to forward them to phishing@irs.gov.  That is P-H-I-S-H-I-
N-G@irs.gov.  This will help us more quickly become aware of these types 
of scams and help us spread the word to taxpayers and tax preparers alike.  
We need your partnership to help spread the word to taxpayers.   
 
The IRS does not initiate contact with taxpayers by email to request personal 
or financial information.  This includes any type of electronic 
communication, such as text messages or any type of social media channels.  
The IRS will not ask your clients for their e-file PIN and never ask them for 
an IP PIN.   

 
While we are talking about scams, right now, I would like to talk about one 
of our most persistent and alarming scams that we have ever seen.  This is the 
IRS impersonation phone call.  We have put out repeated news releases 
warning taxpayers about this scam, but it is pervasive nationally.  Some of 
you may have even received some of these phone calls.  TIGTA recently 
testified before Congress that this impersonation scam is the largest, most 
pervasive impersonation scam in the history of our agency.  It has claimed 
thousands of victims with reported losses totaling more than $15.5 million. 
 
TIGTA, which is responsible for investigation of IRS impersonation scams, 
has been tracking this particular scheme since the fall of 2013.  It has 
received hundreds of thousands of complaints.  According to the victims, the 
scam artists made the threatening statements as described above, and then 
demanded the victims immediately put money on a prepaid debit card in 
order to avoid being arrested.  The callers often warned the victims that if 
they hung up, local police would come to their homes and arrest them 
immediately.  Most of us would go, “Yeah, right,” but there were definitely a 
lot of people that were scared.  The scammers may also send bogus IRS 
emails to support their claim. 
 
Those who fell for the scam withdrew thousands of dollars from their bank 
accounts and then purchased the prepaid debit cards as instructed by their 
caller.  Once the prepaid debit cards were purchased, the criminals instructed 
the victims to call them back and read the numbers off the prepaid card.  By 
the time the victim realized that they had been scammed, criminals 
negotiated the prepaid cards and that money was long gone. 
 
This particular crime is being investigated by multiple law enforcement 
agencies.  As TIGTA testified, the roots of this criminal enterprise are likely 
overseas.  This is the nature of our cybercrime these days.  Awareness about 
this scam may be increasing, but it is still raking in the money for the crooks.   
 

mailto:P-H-I-S-H-I-N-G@irs.gov
mailto:P-H-I-S-H-I-N-G@irs.gov
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Please, please warn your clients about this impersonation scam, and remind 
them the IRS will not ever:  call to demand immediate payment, nor will the 
IRS call about taxes owed without first mailing you a notice; demand that 
you pay taxes without giving you the opportunity to question or appeal the 
amount they say you owe; require you to use a specific payment method for 
your taxes, such as a prepaid debit card; ask for credit or debit card numbers 
over the phone; or threaten to bring local police or law enforcement groups to 
have you arrested for not paying.  If your clients receive any actual 
notifications when IRS does send notices, if they want to ensure that that 
notice is valid, they can call our customer service number, explain what 
notice they received, and receive information about that specific letter.   
 
Additional information on identity theft:  as I wrap up here, I would like to 
encourage you to review the IRS’ website for identity theft information.  We 
have revised many pages to make them simpler and easier to read (we hope).  
The main page starts at irs.gov/identitytheft.  We have also created new 
publications for taxpayers and for you.  We have created a new, one-page 
publication:  a Publication 5027, Identity Theft Information for Taxpayers.  
This is a document that can be easily printed or shared electronically with 
your clients.  We have also created two items for tax preparers.  There is a 
new Web page, Identity Theft Information for Tax Preparers.  And we have 
also a new publication:  it is Publication 5199, Tax Preparer Guide to 
Identity Theft.  This is also a one-page document which can be printed or 
shared electronically with your new clients. 
 
The main thing that we want you to take away from this session is that we 
have been aggressively taking action, within our resources, to combat this 
crime.  We are making progress, but there is no single solution, no silver 
bullet, and no magic pill to solve this problem.  It is going to take an array of 
approaches to curtail it, and it is going to take all of us working together.  We 
realize we have much work to do, and we are committed to doing all that we 
can, within the resources that we have available, to combat identity theft and 
help taxpayers, and we need your participation to fight this common enemy.  
 
Again, I appreciate this invitation to come to this event, and your partnership 
with trying to jointly combat this crime which can be so devastating to those 
that we both serve.  Again, I thank you for your time.  
 

Question: I would like to know if you guys are aware of the scams that they’re calling 
the people who are illegal, like they have an ITIN number, and stating that if 
they don’t pay, that Immigration is coming to get them?  Are you guys aware 
of that?  
 

Kristen Landreth:  I’m not positive if there are actual emails like we were talking about in this 
presentation, but if you've seen the actual emails, that's when we would send 
them to the phishing —   
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Question: It’s phone calls. 
 
Kristen Landreth: Oh, phone calls regarding this. 
 
Question: They are calling the people who have ITINs and telling them to get pre-paid 

cards and pay the IRS. If not, ICE is going to come after them.   
 
Kristen Landreth: Yeah, I believe that that is part of one of the scams that we were talking 

about about the IRS impersonators specifically.  Again, we need to get the 
word out to our taxpayers that the ITIN has nothing to do with their 
immigration status.  It's about filing their tax returns and that we don't have 
anything to do with that.  
 

Question: I have had several this year, and most of them had bank accounts at one 
particular local bank that had been breached.  It was on the news that they 
had been breached.  I was wondering if there is some way, if we see a pattern 
– and I have contacted the IRS and just told them about this – but if we see a 
pattern that we think might be where they are coming from, is there a way to 
notify the IRS? 
 

Kristen Landreth:  Yes, your local stakeholder’s office.  They are in constant communication 
with our Criminal Investigation area.  If you see a pattern with the local cases 
that you're working with, definitely provide that information.  Just like we 
talked about with the data breaches, they would also take that information, 
analyze it, and research it on our end and determine if that warrants marking 
those accounts or taking any other proactive steps.   
 

Question: Yes, I had a client come in just last week.  The scammers were saying they 
sent them a letter and they failed to respond to the letter.  Because we sent 
mailings out to all of our clients telling them, “This was scamming, that IRS 
would never call you on the phone.”  Now, they’re saying, “We sent you the 
letter, but you didn’t respond to it.  So, therefore, we’re going to issue a 
warrant for your arrest.”  So, now they are using that.  
 

Kristen Landreth:  Communication and – so that would be the same thing.  If you received 
copies of those letters, just like where they started as emails to the phishing 
scheme, you can scan those notices and send them to that same address.   

 
Question: But they never sent the letter.  They said they sent it, but the client said he 

never got it. 
 
Kristen Landreth: Right.  So, they're getting an actual letter that says – or are they getting a 

phone call?  
 
Question: A phone call saying they never responded to a letter they sent them.  
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Kristen Landreth: A phone call receiving it.   
 
Question: We sent out letters to our clients saying, “IRS will never call you.  They will 

write to you first.”  
 
Kristen Landreth: Correct. 
 
Question: So, now they’re saying, “We wrote to you, and you never responded.”  
 
 
Kristen Landreth: And you never responded.  Any time that they feel like they are getting 

questioned by possibly an IRS impersonator – they are scared, they want to 
make sure they comply with IRS – have them call the customer service 
number.  They will look at their account, they will let them know what's 
going on with that account, and if there is any issue, they will explain what 
really needs to happen.  

 
 [End of Audio]  
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Glossary 
 

Dependent Database (DDb) – This is one of the paths a tax return takes once IRS accepts the 
return. The return goes through more than 100 different types of identity theft filters. The DDb is 
a flexible system that allows programming changes to quickly react to newly identified schemes. 
If the return is caught in the filters, it goes to verification and treatment. 
 
Electronic Fraud Detection System (EFDS) – The Electronic Fraud Detection System is a 
mission critical, stand-alone automated system designed to maximize fraud detection at the time 
tax returns are filed to eliminate the issuance of questionable refunds. The EFDS detects reliable 
indicators of taxpayer fraud, keying highly focused investigations prior to the issuance of the 
refund. 
 
Identity Protection Personal Identification Number (IP PIN) – An IP PIN is a 6-digit number 
assigned to eligible taxpayers to help prevent the misuse of their Social Security number on 
fraudulent federal income tax returns. An IP PIN helps the IRS verify a taxpayer’s identity and 
accept their electronic or paper tax return.  
 
IP PIN Pilot Program – The IRS offered Identity Protection PINs to all taxpayers who filed 
their federal tax returns last year from Florida, Georgia and the District of Columbia as part of a 
pilot program to help determine taxpayer demand for the IP PIN and the Service's ability to issue 
the PIN to a larger number of taxpayers. These locations have the highest per-capita percentage 
of tax-related identity theft. 
 
Tax-related identity theft – Tax-related identity theft occurs when someone uses your stolen 
name and Social Security number to file a tax return claiming a fraudulent refund, or when 
someone uses your Social Security number to obtain employment.  
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