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Identity Theft-The Security Summit Initiative 
(edited transcript) 

 
Dorothy Lafosse:  Welcome to the seminar today and the title of this presentation is 

Identity Theft: The Security Summit Initiatives. I'm Dorothy 
Lafosse and I'm with the Return Integrity and Compliance Services 
organization, also known as RICS. And we are generally 
responsible for all the pre-refund compliance, which includes the 
prevention and detection of identity theft and refund fraud in 
general.  

 
 

How many of y'all have experienced or had clients who have 
experienced identity theft? [Chuckles] Okay. And how many of 
you, in your business or personal lives have experienced identity 
theft? Okay, quite a few. So, what I want to do today is provide an 
overview of the IRS's strategic approach to combating identity 
theft based on prevention, detection, victim's assistance, and 
enforcement, what actions we've taken –where we're headed, and 
how you can join us in this battle. And I also want to tell you that 
there's another identity theft seminar. It's Identity Theft Victim's 
Assistance Update. And it's being hosted by the accounts 
management folks. That may be of interest to you also.  

 
 
 

As you can tell by our emphasis on identity theft at these tax 
forums that we take it very seriously. And it's a priority for us. 
Identity theft presents a challenge nationwide to businesses, 
organizations, governmental agencies, including the IRS. And it 
takes a tremendous burden; it takes its toll on victims, on the 
industry, and even on our economy. And it's not just an IRS 
problem. And it's not just a tax fraud problem. It's a global 
enterprise and we all play a role in combating it. Unfortunately, 
many times, the first time a person finds out they're a victim of 
identity theft is from us. They try to file their return and it gets 
rejected with an error notice that says we already have a return for 
your name and social security number. And you're thinking oh no. 
I haven't filed yet.  

 
Or maybe you get a letter at your home address in the mail that 
says we got this return from you but we want to make sure it's 
really you. And you're still thinking oh no. I didn't file a return. Or, 
last but not least, you might actually even get a paper refund check 
in the mail at your house with your name on it and you still haven't 
filed yet. Then you know there is really a problem.  
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What I'd like to do is give you a historical overview and then 
outline our new approach that we believe will greatly improve our 
ability in partnering with the entire tax industry to fight back 
against this national and international criminal syndicate now at 
the heart of this crime.  
 
The problem of tax related identity theft really exploded from 2010 
to 2012. And for a time it just completely overwhelmed the 
industry law enforcement and the IRS.  

 
 

Since then we've been making steady progress both in terms of 
protecting against fraudulent refund claims and prosecuting those 
who engage in this crime. Thanks to the work of our criminal 
investigation division about 2000 individuals have been convicted 
in recent years of federal charges related to stolen identity refund 
fraud. And each one of these criminals represents not just hundreds 
but thousands of fraudulent returns. We currently have about 1700 
open investigations being worked by more than 400 special agents.  
 
During fiscal year 2015 criminal investigation continued to 
dedicate significant time and resources to bringing down identity 
thieves attempting to defraud the government.  

 
There are now more than 1100 state and local law enforcement 
agencies from 48 states who are participating in a Law 
Enforcement Assistance Program or LEAP program for short. The 
LEAP program is a way for us, the IRS, to secure consent from the 
victims to share certain tax information.  
 
For 2015, more than 6700 requests were received from state and 
local law enforcement agencies. Meanwhile, we continue to 
improve our efforts at stopping fraudulent refunds from going out 
the door. For example, we have improved the filters that help us 
spot suspicious returns before they can be processed. We've 
implemented new identity theft screening filters to improve our 
ability to spot false returns before we process them and issue 
refunds. We've accelerated to the extent we can, under present law, 
the use of information returns to identify mismatches earlier.  

 
You may have heard Mr. Alito yesterday referring to the new law 
that the W-2s and information returns that will be coming in, need 
to come in by January 31st. So, that should be a big help. Starting 
with 2015 filing season, we limited direct deposits to three refunds 
to one account. And any refunds after that were flipped to a paper 
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check and sent to the address on the return. And this way it, it stops 
the thieves from sending multiple refunds to one bank account, and 
prepaid debit cards. We routinely lock the accounts of deceased 
taxpayers. They are a frequent source of identity theft victims, 
unfortunately. And we've locked more than 30 million accounts to 
date.  
 
Also, in 2013, legislation limited the public access to the death 
master file index, which further helped reduce a source of stolen 
identity. That index is maintained by, social security 
administration.  
 
We've developed procedures to better stop processing fraudulent 
returns from prisoners. And in 2015, we stopped more than 30,000 
fraudulent returns filed by prisoners representing approximately 
$1.2 billion in refunds. They have a lot of time on their hands.  
 
We established a program called External Leads and this is how 
we receive leads from financial institutions that have agreed to 
participate in the program. And in 2015, 527 institutions 
participated and it resulted in nearly 250,000 erroneous refunds 
totaling $852 million that they returned to us.  
 
 
So, that partnership has worked out really well. To combat the 
fraudulent use of prepaid debit cards, the IRS has also established 
relationships with that industry and this has enabled us to leverage 
their security protocols designed to detect and prevent fraudulent 
use of their prepaid cards. In many cases, these companies can 
identify potentially fraudulent tax refunds. And they could either 
freeze the refunds and return it and they can also cancel the cards.  
 
In 2008, we began placing an indicator on the accounts of 
taxpayers who had experienced identity theft. And these indicators 
served two primary purposes. One was to speed up the account 
resolution for the legitimate taxpayer and to reduce the likelihood 
that that taxpayer would be victimized again the following year.  

 
 

So, in 2011, we launched a pilot program to test the Identity 
Protection Personal Identification Number or IP PIN for short. The 
IP PIN is a unique identifier that authenticates a return filer as the 
legitimate taxpayer at the time the return is filed. The IP PIN is 
sent to the taxpayer immediately before the filing season for use on 
that return. and it's only valid for just that one filing season. And 
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we issued approximately two, excuse me, 2.7 million IP PINs 
during the 2016 filing season.  
 
Now, because of all these actions we've put in place, we've made 
progress against this crime. Thanks to our filters in calendar year 
2015, the IRS rejected or suspended the processing of 4.8 million 
suspicious returns.  
 
 
The IRS stopped 1.4 million confirmed identity theft totaling $8.7 
billion. Additionally, in calendar year 2015, the IRS stopped $3.1 
billion of refunds in other types of fraud for a total of $11.8 billion. 
Now, these filters every year we update them. We learn from the 
identity theft returns that we've gotten over the past year. And we 
make changes to those filters. We try to make them, better, try to 
narrow it down to just get the bad guys and not get too many good 
guys caught up in them. So, it's an ongoing process.  
 
We also continue to help taxpayers who have been victims of 
identity theft. In 2015, we worked with victims to close more than 
700,000 cases. And we worked to reduce the time it took to, settle 
a case from more than 300 days, several years ago to just 120 days 
or less this year.  
 
 
As I said, we're making headway in combating this crime. But it 
was clear the criminals also had evolved. And not only are we 
seeking a different type of criminal but they're also deploying more 
sophisticated tactics. Identity theft has shifted from the small time, 
you know, one or two people doing it to multi-national criminal 
enterprises that mine the internet for personal information that is 
stolen, collected, and then sold. That was what Larry was talking 
about in his goldmine, presentation, talking all about the dark net 
and the criminal enterprises in Russia, and China, and North 
Korea. Those are the folks who are really into this now.  

 
this generation of identity thief can steal hundreds and thousands if 
not millions of SSNs at a time or they roam the dark net, the, the 
uncatalogued area with search engines.  
 
 
And it-it's invisible to most of us. You have to have a special 
browser to get there. There the criminals can buy and sell stolen 
SSNs and other personal identifiable information or PII. That's 
dates of birth, driver's license, your home address, your employer, 
that type of information. And it's just, as those of us in the tax 
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community do our filing season readiness and planning, so do the 
thieves.  
 
We're now facing sophisticated large scale schemes by organized 
criminals. These computer savvy criminals attempt to reverse 
engineer our systems. And they're constantly probing and testing 
our filters. In recent months, we've also seen these criminals use a 
combination of e-mail phishing schemes and large scale data 
breaches that give them access to a tremendous amount of 
personally identifiable information along with the social security 
numbers.  
 
 
And with, within hours of these thefts we'll see returns start 
coming in claiming false refunds.  
 
We stopped the vast majority of identity theft returns. And we're 
pretty good at stopping returns where the criminal has just a name 
and social security number. But it becomes more and more 
difficult to stop these returns when the criminals have all the 
additional information. So, several years ago when this first 
started, it was fairly easy to spot. Last year you were married filing 
jointly. This year you're single. Last year you lived in Georgia. 
This year you live in Wyoming. Last year you worked for IBM. 
This year you work for McDonald's. Those are fairly easy to spot. 
But now what we're seeing is the identity thieves are filing married 
filing jointly with the correct spouses, the correct SSNs, the correct 
children. They even know the, the name of the employer that you 
work for.  
 
 
So, it makes it very, very difficult for us to be able to distinguish, 
at the time of filing, whether it's you or the thief.  
 
So, because of tax related identity theft incidents in 2015, the IRS 
Commissioner Koskinen hosted a meeting in D.C. with 
representative, representatives from state taxing agencies and the 
tax industry. And it was clear that while much progress had been 
made, there was still a lot more work to be done. So, to improve 
our efforts against this complex and evolving threat, the IRS held a 
sit down meeting in March of 2015 with these leaders. We agreed 
to find new ways to leverage our public private partnership to help 
battle stolen identity. Motivating us was the understanding that no 
single organization can fight this type of fraud alone.  
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This meeting led to the development of the Security Summit group 
and it's an unprecedented partnership that's focused our joint 
efforts to make sure that the tax filing experience would be safer 
and more secure for taxpayers in 2015 and beyond. Our emphasis 
quickly centered on what steps we could take to better authenticate 
the identity of the taxpayer and the validity of the return at the time 
of filing. We organized into three work groups with three co-leads, 
one from the IRS, one from a state tax agency, and one from the 
industry. And when I say industry, we have H&R Block, Intuit, 
TurboTax, TaxSlayer, and TaxHawk, those folks.  
 
So, the authentication working group was tasked with identifying 
opportunities and strengthening authentication practices, including 
identifying new ways to validate the taxpayer and the return 
information and new techniques for detecting and preventing 
identity theft refund fraud.  
 
 
I voted for the retina scan but that did not make it on the list. 
Second, the information sharing working group agreed to work on 
identifying opportunities for sharing information that would 
improve our collective capabilities for detecting and preventing 
refund fraud. And third, the Strategic Threat Assessment and 
Response or STAR team was tasked with looking ahead to enable 
the development of proactive, rather than reactive initiatives and 
solutions to combat this crime. Specifically, the STAR team's 
objectives were to take a holistic look at the entire tax eco-system 
and identify points of vulnerability, more of cyber security type 
vulnerabilities in the detection and prevention of identity theft 
fraud. Develop a strategy to mitigate it. And, uh, review best 
practices from other organizations.  
 
 
And over the course of a two month period, the three groups met 
and brainstormed and collaborated. And there was recognition that 
there is no silver bullet. There's no one single approach that's going 
to fight this crime. We're going to have to adopt a multi-layered 
approach and it has to be coordinated. And it's critical to protecting 
taxpayers in creating barriers for the thieves.  
 
Thanks to a lot of hard work by our partners, we were able to put 
in place a series of safeguards for 2016. Summit members agreed 
to share more than 20 data elements from the federal and state tax 
returns to improve fraud detection. We can't really give specific 
details of the data elements but examples include reviewing the, 
the transmissions of the returns,  
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Looking for repetitive, rejected attempts, that kind of thing, 
reviewing computer identification, , looking at the time that it takes 
to file a return, looking, for the automated, I think they're called 
bots is what Larry called them, , capturing all different kinds of 
metadata so that we can review it for identity theft.  
 
Tax software providers agreed to enhance their account password 
requirements and strengthen validation procedures for new and 
returning customers. And these new steps will help protect 
taxpayers' accounts from being taken over by criminals. And these 
changes were also the most visible. And you'll see that kind of, , 
enhanced password things now with, especially with banks. I know 
my bank just switched over to a new system and I had to change 
my passwords to, eight characters. It makes it harder for them to 
hack into you.  
 
 
So, the, the most visible changes included the new passwords, a 
timed lockout feature, and a specific number of unsuccessful login 
attempts, , the addition of three security questions, out-of-band 
verification for e-mail addresses so they'll send you an e-mail, , 
saying, , somebody's accessing this. Is this you?  
 
The Summit group created a new Memorandum of Understanding 
or MOU regarding the roles and responsibilities and information 
sharing pathways currently in circulation with states and industry. 
So far 40 state departments of revenue and 21 tax industry partners 
have signed on. Summit group members agreed on the need to 
create a tax administration Information Sharing and Analysis 
Center or ISAC to share actionable data and information about 
identity theft schemes that are ongoing.  
 
 
We think the ISAC has great potential for us to serve as an early 
warning system that will allow us to rapidly respond to new 
identity theft schemes. The tax industry participants have aligned 
with the IRS and states under the National Institute of Standards 
and Technology or NIST, N-I-S-T. It's cyber security framework to 
promote the protection of information technology infrastructure. 
The IRS and states currently operate consistently under this 
framework as do many other organizations.  
 
The Summit partners also recognize the need for creating 
additional teams to enhance and expand efforts. And so they 
created additional groups. , the Information Sharing and Analysis 
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Center group or ISAC will centralize, standardize, and enhance the 
data compilation and analysis to facilitate working on actionable 
data.  
 
 
The Financial Services Group, the group will work to examine and 
explore additional ways to prevent and deter criminals from 
potentially accessing tax time financial products, your deposit 
accounts, and prepaid debit cards. By identifying best practices, 
this could assist government and industry in preventing identity 
theft and combating stolen identity refund fraud. Communication 
and Taxpayer Awareness Group, this group aims to increase 
awareness among individuals, businesses, and tax professionals on 
the need to protect sensitive information. The June Security 
Summit Report recommended taking steps to increase taxpayer 
awareness. The work group will conduct a coordinated media 
campaign and it'll start next month.  
 
 
The Tax Professional Work Group, initial Security Summit efforts,  
focused on the software and tax issues surrounding the do it 
yourself taxpayer to identify immediate changes for 2016 but all 
Summit's participants recognized the critical role that the nation's 
tax professionals, you all, play within the industry in both federal 
and state arenas. Then additionally for 2016, some of the states 
took an additional step and asked for the driver's license number 
and some states also held refunds longer so they could perform an 
information matching.  
 
Our collaborative efforts are already showing results. For example, 
Security Summit partners have helped the IRS to improve its 
ability to spot potentially bad returns before they're processed. In 
calendar year 2016 through May leads from the industry partners 
resulted in the suspension of 36,000 returns on which a total of 
$148 million in refunds was claimed and that's up from 15,000 
returns and $98 million last year. In another example, a state 
agency notified the newly created Rapid Response Team of 
suspicious state tax returns and we were able to go and identify 
related federal returns. And working with the software vendor and 
the state representatives, the Rapid Response Team was able to 
identify, preparer whose client files had been compromised and 
prevent the filing of additional bad returns. And within 48 hours 
the scheme was stopped. So, think about that info from the, , the 
information that the thieves got from the, the Target breach, the, , 
Anthem Blue Cross Blue Shield breach. And as we read the 
newspaper we just see one breach after another.  
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And, the tax preparers' offices are now going to be the next target. 
Despite the progress being made against stolen identity theft 
refund fraud, we recognized we were missing an important part in 
this effort and that's the tax paying public. So, in November of 
2015, with the strong support of the Security Summit partners, we 
launched the Taxes. Security. Together. Campaign to raise 
awareness about the steps people can take to protect themselves 
and avoid becoming a victim.  
 
Many of the steps are just basic common sense but given that 150 
million households file returns every year, we think these small 
steps can't be stressed enough. People continue to fall prey to 
clever cyber criminals who trick them into giving up SSNs, bank 
account numbers, password information, or other sensitive 
personal data. So, having the public's help will greatly strengthen 
and improve our tools.  
 
 
So, how many of you have received those, , phishing e-mails 
where it says –  – you know, click here? They pretend to be your 
bank or other financial institution. I got one of those and I'll tell 
you it looked real. It came from my bank and it told me that they 
were getting ready to close my account. But if I wanted to keep it 
open just click here. And, I stopped myself and, luckily, I looked 
up in the from line and it had a very strange, , e-mail address of the 
person it was from. And I thought, mmm, no, nope, nope. So, I 
called my bank and , they, they had me forward that e-mail to their 
fraud department. Honestly, I was afraid to even touch it. , have 
you gotten any of those phone calls? So, how many have gotten 
those phone calls saying we're going to send the police to your 
door? You owe us money. I did too. Please let your clients know 
that we would never do that. .  
 
 
My folks got that call. My daughter got that call. And, , so she, you 
know, they, my folks called me and said this is a scam, right? Yes. 
It's a scam. And then my daughter called and said, mom, I got this 
call. That's a scam, right? And I said yes. Yes, honey, it's a, it's a 
scam. And she said I told that guy. I said, dude, the government's 
not going to ask money from PayPal. I said just give us time. We 
probably will start using PayPal.  
 
So, as part of the public awareness campaign, the IRS, in the , 
weeks leading up to the 2016 season, we issued weekly tax tips 
describing actions that people can take to protect their data. We've 



Identity Theft Security Summit 
   

 

  Page 10 of 18 
 

posted YouTube videos. Public awareness information is being 
shared across irs.gov, the state websites, and the websites for the 
tax software industry, and many others in the private sector 
community.  
 
 
Our awareness campaign extended to businesses as well, , with 
their information returns, especially Form W-2s are increasingly 
becoming major targets. And criminals are accumulating vast 
amounts of data. One scheme uncovered recently involved identity 
thieves posing as a company's chief executive sending, a legitimate 
looking e-mail just like the kind we were just talking about to their 
payroll department. And it asked the payroll person to send him the 
names and the W-2 data for all the employees. And several 
companies did just that. But it wasn't the real CEO asking for it. , 
so, in March we issued an alert to the, to several payroll providers 
and human resource professionals warning them about that scam 
and, , hoping that we, , saved them from clicking on that link.  
 
Thanks to help in spreading the word from our payroll partners or 
software and preparer partners, we were actually able to alert some 
companies before they fell for it. Because of the importance of 
raising awareness, we'll definitely continue our education 
campaign into 2017.  
 
Now, running parallel to the Security Summit actions were some 
important developments, especially around the Form W-2, which 
also may help tremendously. Congress changed the deadline for 
filing W-2s and other information returns like 1099s to the end of 
January  [Audio skips]. Now, previously the deadline, for paper 
was the end of February and for electronic filing of those 
information returns it was the end of March. But now for 
everybody it will be the end of January. And this change will allow 
us to match wage and income information to the returns filed. And 
that should help us with identity theft.  
 
Additionally, we also conducted a small test and learn pilot for the 
2016 season involving a 16 digit verification code that was on the 
Form W-2. Four of the payroll service providers helped with this 
test enlisting the support of the employers to apply the verification 
code to about two million W-2s. So, in turn, taxpayers and tax 
preparers were directed to put that code on there by their software 
products. And, , we're planning a substantial expansion of that W-2 
verification code in 2017. And we think it'll be maybe upwards of 
50 million W-2s. So, if you have somebody come in and they've 
got that, , verification, that 16 digit verification code, please put it 
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in the return. There's a possibility that in 2017 many of you will 
have clients with this code. And it's a 16 digit alpha numeric.  
 
 
Please enter the code when prompted. While returns will not reject 
if it's not input, it's the only way we can test our system to make 
sure if this is a viable way of validating income information and 
identifying fraudulent W-2s.  
 
In March of 2016, marking one year partnership, Security Summit 
leads gathered again in D.C. to prepare for the 2017 filing season. 
And our emphasis remains on what we call the trusted customer 
requirements. And what this means is that we know , with a great 
deal of certainty that the person filing the return is who he says he 
is. The highest level of certainty rests with you, the practitioner. 
You have the person in your office. You're sitting face to face. And 
they may have been a client for years and you know them well or 
they may be a new client and they show you identification.  
 
You have a pretty high certainty that you're dealing with a 
legitimate taxpayer. What we're trying to do is increase that level 
of certainty into the electronic realm. So, our work groups, as we 
speak, are working hard to expand or create new safeguards. And 
here are a few items we think you'll see for the upcoming year.  
 
We have additional data elements from the individual tax returns 
that we think will strengthen the authentication of the individuals, 
including those that tie in with the trusted customer requirements. 
And these data elements are shared by software providers to the 
IRS and the states. We'll also begin sharing certain data elements 
from business returns, the Form 1120s and the 1041s. We're 
starting to see business identity theft now. And I expect that to be a 
growing area. We do see business identity theft, especially related 
to Employer Identification Numbers or EINs that the thieves use to 
create fraudulent W-2s.  
 
 
The term trusted customer also applies to tax preparers and 
authorized e-file providers who have Electronic Filing 
Identification Numbers or EFINs. And we're exploring ways to 
enhance our validation process so that we know the person 
applying for that EFIN and receiving that EFIN is indeed the 
legitimate ERO. We've already stepped up efforts to expel those 
who are abusing EFINs for fraudulent purposes. And we're 
working hard to prevent them from using stolen identities to obtain 
an EFIN and EINs. Tax preparers using professional tax software 
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will also see changes in their password requirements. The objective 
of setting minimum standards for credentials is the same for tax 
pros as it is for tax preparers to stop the cyber criminals from 
hijacking the accounts.  
 
 
Now, in the goldmine seminar, , the speaker said that, a four digit 
password can be broken in seven minutes and a six digit password 
can be broken in, I don't know, it was a few hours. But if you make 
it – what was it? 72. And then if you make it six digits with alpha 
numeric and special, it takes it even longer. So, basically, the 
longer the password using, , upper case, lower case, special,, 
characters, it just makes it that much more difficult for the thieves 
to hack in.  
 
We're expanding our efforts with financial institutions. And, I 
previously mentioned that they're a partner with us in the External 
Leads Program. And we're working out the details that will also 
allow financial institutions to partner with the states. Right now 
they just partner with us but states also have refunds. And so we're 
setting up the financial institutions to help the states with their tax 
refunds also.  
 
And one very successful action from 2016 was the increased 
information sharing between the IRS, the states, and the software 
industry, especially around the IDT schemes. And for 2017, in 
January, we are going to launch the Information Sharing and 
Analysis Center, the ISAC, and it will become a source for lead 
reporting, data analysis, and information sharing.  
 
We've also amended the charter of the Electronic Tax 
Administration Advisory Committee or the ETAAC to aid in 
identifying,   identity theft and refund fraud. And it provides an 
organized public forum for discussion of electronic tax 
administration issues. And those members will work closely with 
the Security Summit on ways to address identity theft. We'll 
continue collaboration with professional tax preparers for cyber 
security, data protection, and prevention of identity theft.  
 
 
And we'll continue to increase our public awareness and encourage 
protection of personal data by publicizing key messages. Our focus 
this year will be on tax preparers and helping make you know what 
to do to safeguard data. As we continue to make progress on 2017, 
I urge you to continue checking your IRS news sources, such as e-
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News for Tax Professionals, QuickAlerts, and our social media 
accounts.  
 
I'd like to turn now to what you can do to help, curb identity theft 
and we have a few recommendations. I mentioned that we're 
working on ways to better validate the EFINs as they come in. And 
if you're an authorized e-file provider, consider these steps as part 
of your filing season readiness. Review your e-file application on 
e-Services at irs.gov before the filing season.  
 
 
Your e-file application information needs to be updated within 30 
days of any changes, such as individuals involved, new addresses, 
new phone numbers. And failure to do so could result in 
inactivation. Ensure proper individuals are identified on the 
application. It should include principals, partnerships. Identify one 
responsible official. They are the person who is responsible to have 
authority over the provider's e-file operation at a location. And it's 
the first point of contact with the IRS and has authority to sign 
revised applications. The responsible official may oversee IRS e-
file operations at one or more offices but must be able to fulfill 
identified responsibilities for each office. Now, I can tell you that 
I've worked on EFIN issues where we have a responsible official 
who, who has 20 offices and they're scattered across the United 
States.  
 
 
That person is not conducting their responsibilities to each of those 
offices because there is just no way for them to be in 20 places 
across the country at one time. So, they need to get new 
responsible officials for each one. Help safeguard your EFIN 
during the filing season. Check on your EFIN status to make sure 
your EFIN's not being used improperly. And your e-file 
application will help you verify that. So, I would suggest that on a 
weekly basis you go into your e-Services account and your 
application and check to see how many returns have been filed. So, 
if you know that you have filed, say, 200 returns and you check the 
status and you see 800 returns, you have a problem. And you need 
to call the e-Services help desk right away because; your EFIN has 
probably been compromised.  
 
 
They will shut down that EFIN, inactivate it and they will issue 
you a new one so that whoever it is that has that won't be able to 
use it anymore. Know who you're doing business with.  
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Transmitters must ensure that they're transmitting only for 
authorized e-file providers. You should request other providers 
supply information to verify that they are authorized. And they can 
send you, they can provide you a copy of their, account summary 
page. If you go in there, they can pull up their summary page and 
just print it off. I will tell you though you need to look at those 
carefully because we have seen numerous fraudulent account 
summary pages where people have just dummied one up.  
 
 
So, , make sure you be careful of that. Know who you're 
employing or from whom you're getting assistance. You're not 
allowed to employ or contract any firm, organization, or individual 
whose been denied participation in e-file, or suspended, or 
expelled from e-file.  
 
Publication 3-1-1-2, 3112, IRS e-file Application and Participation 
provides requirements and necessary steps to obtain an EFIN. And 
everybody should read that. Publication 1345, Handbook for 
Authorized e-file Providers, has rules and requirements for the 
participation in e-file. And we revise that pub every year.  
 
Another recommendation is to learn all you can about safeguarding 
taxpayer data and implement strong safeguards.  
 
 
Again, there's the National Association of Tax Professionals 
session being held at these forums who could give you additional 
information and it's really good. The IRS also will host a webinar 
on August 17th that, entitled Identity Theft: Safeguarding 
Taxpayer Data that will be available on irs.gov and it does offer 
CPE credits.  
 
One of the biggest challenges the IRS, state taxing agencies, and 
the industry face continues to be the lack of public awareness 
about data protection. And the easiest way for a crook to steal your 
identity is to simply ask for it. Criminals can create sophisticated 
phishing e-mails and even websites that mimic legitimate sites 
which they use to steal people's passwords and personal 
information.  
 
Now, on the mimicked websites, a couple years ago, , I think it 
was TurboTax, their site had been mimicked.  
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And so, when people went to do their returns on TurboTax, if they 
picked the wrong one, you know, you put it into the search engine 
and it comes up. If you picked the wrong one, you were actually 
picking a phishing site. So, I always go through irs.gov first. And 
then when you go to the, the filing information it gives you the list 
of Intuit, TurboTax, TaxHawk, TaxSlayer and you can click from 
there. And I think that's a better way to get to those sites than to 
just go through your regular search engine.  
 
So, just , this past year we've seen scores of phishing scams trying 
to steal taxpayers' user names and passwords. One version infected 
preparers' computers with malware. So, in that incident, an e-mail 
went out saying, , I think it was supposed to look like it was from 
the IRS. And it said you need to renew your, it was either PTIN or 
EFIN.  
 
 
Click here. And everybody who clicked on that link had malware 
downloaded to their computer and they didn't even know it. Now, 
once that malware is there it has access to all of the sensitive data 
that's on your computer. So that was -a real nightmare for those tax 
professionals and for their clients.  
 
In another scheme, criminals actually took remote control of the 
preparer's computer.  And they go in and they change the, bank 
account numbers and the routing transit numbers. They may add 
some additional, withholding to get a larger refund. And then they 
hit transmit. I know a lot of preparers will have, you know, at the 
end of the day they have, sort of a holding queue where those 
returns are ready to be transmitted. And they think, oh, I'll transmit 
it tomorrow morning. They come in tomorrow morning and those 
returns have already been changed and transmitted.  
 
The FBI recently warned of a so-called ransomware scheme.  
And that's where the, the cyber thieves come in; they grab your 
data; and they hold it for ransom. And to get it back you have to 
pay them I don't know how much the going rate is for. But you 
basically have to pay a ransom to get your data back. They've got 
all your clients' data.  
 
So, we're now at the point where you need to prepare and stay 
abreast, not just of the latest developments in the tax law changes, 
but also in cyber security. And we need your help not only in 
educating yourself, and your employees but also your clients. 
We've created a new webpage that's irs.gov/taxessecuritytogether. 
And you can find some basic information and tips there. And we 



Identity Theft Security Summit 
   

 

  Page 16 of 18 
 

also created Publication 4524, Security Awareness for Taxpayers 
that we urge you to share with your clients. You can print it from 
irs.gov and hand it to them.  
 
We need your help in encouraging them to do more to protect their 
own data and to recognize and avoid phishing schemes. We've also 
created two items for tax preparers. There's the webpage, Identify 
Theft Information for Tax Preparers, and we also have Publication 
5199, Tax Preparer Guide to Identity Theft. This is also a one-page 
document that can be printed or shared electronically with your 
newer employees and maybe who may not have a clue about 
identity theft.  
 
The main thing we want you to take away from this session is that, 
is that we've been taking aggressive action. We're making progress 
but there is no single solution, no silver bullet. We're going to have 
to have a layered approach. It's going to take an array of 
approaches to curtail it. And we're going to all have to work 
together on it. The bottom line is we need your help. The IRS can't 
fight this alone. And it's a critical problem that we must all 
address.  
 
 
And we all have a role to play.  
 
Thank you. Any questions?  
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Glossary 

 

Electronic Tax Administration Advisory Committee (ETAAC) - provides an organized 
public forum for discussion of electronic tax administration issues in support of the overriding goal 
that paperless filing should be the preferred and most convenient method of filing tax and 
information returns. ETAAC members convey the public’s perception of the IRS electronic tax 
administration activities, offer constructive observations about current or proposed policies, 
programs, and procedures, and suggest improvements. 

Identity Protection Personal Identification Number (IP PIN) - is a 6-digit number 
assigned to eligible taxpayers to help prevent the misuse of their Social Security number on 
fraudulent federal income tax returns. 

Information Sharing and Analysis Center (ISAC) - A sub-group of the Information 
Sharing work group, ISAC will centralize, standardize, and enhance data compilation and 
analysis to facilitate sharing actionable data and information. Target date for operations is filing 
season 2017. 

Law Enforcement Assistance Program (LEAP) - a nationwide expansion of the program 
designed to help law enforcement obtain tax return data vital to their local efforts in investigating 
and prosecuting specific cases of identity theft. 

National Institute of Standards and Technology (NIST) - Information security 
requirements are based on the National Institute of Standards and Technology (NIST) 
Special Publication (SP) 800-53 and other sources. NIST has aggregated the best industry 
security practices from the Department of Defense, civil agencies and the private sector 
and established a catalog of security controls that address a more comprehensive 
approach to ensuring the protection of sensitive information. Not all the NIST 800-53 
controls are applicable to Safeguards Program. These controls are flagged in Publication 
1075 (PDF) and excluded from Safeguards Review Scope. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.irs.gov/pub/irs-pdf/p1075.pdf
https://www.irs.gov/pub/irs-pdf/p1075.pdf
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