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Helping the Identity Theft Victim 
(edited transcript) 

 
Justin McCarty:  Good afternoon, ladies and gentleman. As you heard, my name is Justin 

McCarty. I work for the Accounts Management division. Accounts 
Management is inside of Wage and Investment, which is the largest division 
within IRS. We handle all of the IMF cases (the individual tax cases). 
Accounts Management and Wage and Investment also include a couple 
different divisions. We have just acquired Submission Processing, Joint 
Operations, and the Electronic Services Support division.  
 
The main function that you are going to hear about from Accounts 
Management is we are the ones that answer the phones when taxpayers call. 
Last year, we answered 64 million telephone calls from taxpayers. We 
answered 12 million in paper processing questions, and we also worked out of 
all of our service centers in 15 different locations. The main functions that we 
do regarding identity theft, one, is answering the phones for identity theft 
victims. We have a group called the IPSU – which we will go over during the 
presentation – that takes care of all the questions we get regarding identity 
theft. We close the inventory and work it so that it is resolved, and we try to 
make sure it doesn’t happen again. 
 
As far as what we are going to do during the seminar today, what I would like 
to do is to make it somewhat interactive. I want to go over our new programs 
and our new presentations, our new things we have at IRS, and how it’s going 
to affect you as a tax preparer. I want to increase the awareness of identity 
theft; what it is as far as tax-related, what it isn’t, and how it’s going to affect 
your position. I want to improve the understanding of the Taxpayer Protection 
Program. This is a brand new program. It’s only been in existence for about a 
year and half, maybe two years. The Identity Protection Specialized Unit 
(otherwise known, again, as IPSU) is our main identity theft people. The 
Identity Protection PIN program; we are going to go into it a little more in 
depth to go over what the PIN is, how it works, some of the problems that we 
have seen, and things that you need to know. We are also going to talk about 
the warning signs of identity theft.  
 
You as a practitioner – and I will say this a couple times during the 
presentation – you are in a very unique position because you are the one 
sitting across the desk from the client. Now, I am going to refer to the 
taxpayer and the client. From here on out, they are interchangeable because 
you are working with them across the desk, and they are the ones who are 
going to be impacted by identity theft. In most cases, you are the first one to 
tell them that their information has been used by somebody else. They are 
going to try to file a return. You are going to press that button and say, “It’s 
filed.” And the next day, it is going to come back and say, “No, it isn’t,” and 
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you get to tell them. So, as a practitioner, you are in a very unique situation. 
You have to know how to handle that situation.  
 
When the taxpayer gets a notice that comes to them, they are going to come to 
you and they are going to say, “What’s this?” It is your job as a tax 
professional to help them through this. And because you are trusted partners 
of the IRS, you are very valuable to us. It is important that you know what to 
do when a situation arises. The last thing I am going to talk about is the 
changes to the IRS Victim Assistance program. We have just changed that just 
in the last couple of months. It is a brand new division.  
 
All right, tax-related identity theft: the definition of tax-related – and this may 
seem common sense to some people – is when somebody uses a taxpayer’s 
Social Security number to fraudulently file a tax return. Now, there is another 
definition that has just popped its ugly head up, and that is when somebody 
uses a taxpayer’s Social Security number for employment purposes. And this 
could be for all kinds of reasons (anybody wanting to stay off the radar). And 
we get a lot of press about “These could be illegal aliens.” Well, they could 
also be people who are trying to avoid child support, alimony, back taxes, any 
kind of financial situation. They don’t want people to know that they are 
working. They don’t want them to know they have income. So, they find 
somebody’s Social Security number, they get their name, and they go ahead 
and they work under that person’s name, so a W-2 comes out under 
somebody’s name. We do consider that as tax-related. It may not impact the 
tax return right off the bat. There is a possibility that it will down the road. 
 
Now, as far as tax-related identity theft, the main key to identifying that is the 
Social Security number. So, not all identity theft is identity theft. Identify theft 
as itself was the number one crime committed and reported to the Federal 
Trade Commission. It has been number one for the last 15 or 16 years. There 
was also another one we are going to cover that was number three on the list. 
We’re doing real well with the FTC right now.  
 
Right now with tax-related, if somebody has a credit card stolen, a stolen 
credit card by itself is not tax-related identity theft because it does not contain 
a Social Security number. Now, with that said, it doesn’t mean it is any less 
impacting to the taxpayer. If they lose a credit card, people can run up their 
credit card bill; they can buy things; they can lose their job; they can lose their 
house; they can lose anything. It causes a lot of financial problems for them, 
and it may cost them hours and dollars to fix. We are not saying it’s not 
important. What we are trying to do now is focus on tax-related.  
 
A lost wallet: somebody comes in and says, “I lost my wallet with all my 
information on it.” Well, unless it contains a Social Security number, it isn’t 
necessarily related to tax-related identity theft. It might down the road, 
especially if your client is a senior citizen and carries a Medicare card, 



Helping the Identity Theft Victim 
 

 

July 2015  Page 3 of 16 

because, for right now, the Medicare number on the card is the taxpayer’s 
Social Security number (and every crook out there knows that). So, if they 
lose their wallet and that card is in there, they are at risk of tax-related identity 
theft and have to take the next steps. 
 
Stolen health records: these are interesting because some health records 
contain Social Security numbers. Some health records do not. So, if your 
client comes to you and says, “I was a victim of a data breach” (or a loss of 
records from a doctor’s office, insurance company) “I don’t know if it had a 
Social Security number in it,” treat it like it does. We at the IRS would rather 
see you doing something ahead of time to prevent tax-related identity theft 
than going back later on and trying to fix it. Because going back and saying, 
“Oops, well, I guess it wasn’t,” doesn’t put you in a good frame of mind with 
the taxpayer. It doesn’t put us in the right mind frame. So, we want to make 
sure that if they think they are at risk, they take the next steps. 
 
There’s a couple different ways that crooks can get information right from a 
taxpayer. I think everybody knows about phishing. Phishing has been around 
as long as there has been email. You will get an email, and it is going to say 
that there’s a problem with your account. It can be your bank account; it can 
be a car loan; it can be anything. “We’ve got a problem with your account. 
We need some additional information. Please click on the link and answer the 
following questions.” It is going to ask you for name, address, probably date 
of birth; in there somewhere is going to be the account number and password 
for a bunch of different things. So, if your client gets one of these and it’s tax-
related, we would like you to send it to phishing@irs.gov. Let us see it. We 
like to see what’s out there so we can actually put our cyber geeks on them 
and see if we can find a place to shut them down, or at least put something out 
in the paper to say, “Watch out for this.” 
 
The second thing we are seeing recently in the last couple years – and this is 
the one that was number three on the FTC list – this is the IRS imposter 
scheme. Now, this has become really prevalent in the last couple of years. 
What happens in this scheme is that somebody will call your client on the 
phone and say that they work for the IRS. There’s a problem with their tax 
account or a problem with their tax return, and it’s very, very serious. “It’s so 
serious that if you don’t do the following things, we’re going to put out a 
warrant for your arrest, and we’re going to haul you in, we’re going to seize 
your assets, we’re going to take your house, we’re going to take your car, and 
your kids are on the street.” And they are very convincing, especially to senior 
citizens who are not used to being bullied. They are very forward, and they are 
going to come at them with all guns.  
 
If they get something like this, hang up on them. It is a very big scheme. They 
are very big. IRS is never going to ask you for information like that over the 
phone. We may contact you regarding a collection issue after we have sent 
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you letters, and call and say, “We’re from the IRS, and we want to resolve an 
account.” But if they’ve got any questions, hang up the phone. Have them call 
the IRS directly. We don’t want the scams going out there and people getting 
bullied. We are never going to ask for payment on a debit card, which is also 
another big balloon up here. They [scammers] will ask for it on a debit card. 
They will say, “You must pay $15,000” – or let’s say $1,000 – “on a debit 
card. We’d like you call us back and let us know that you’ve done it.”  
 
So, the person goes out, because they don’t want to go to jail, and they put the 
information on a debit card. They call the person back and say, “Okay, I’ve 
done it. Where do I send it?” “Well, we’re going to save you the time. Just 
give us the debit card number, and give us the password.” And they do. They 
do it all the time. So, now the person has the debit card number; they have the 
password. In 10 minutes, that money is gone. So, if you get any client who 
says this to you (that “the IRS called me and they are threatening to put me in 
jail”), tell them to hang up on them. 
 
The last thing we are going to talk about is something that has been in the 
news recently. These are the large-scale data breaches. And these are the ones 
that are really scaring the pants off of everybody out there, including the IRS, 
because these are things that the thieves are going in, they are pulling down 
wholesale records. Data breaches happen all through the year. They have 
happened to churches; they have happened to banks; they have happened to 
healthcare organizations. Anybody you can name that keeps data on people – 
they are vulnerable.  
 
The worst part about this: a new thing we are seeing with identity theft is that 
the thieves are building databases from all these different data breaches, and 
they are coming in and they are able to answer security questions that we ask 
about you. For example: “Which of the following cars did you own in 2009?” 
Well, if they have enough things in the database, they have that answer. And 
that is the scary part. It is no longer about you; it is about the security 
questions that you are going to have to answer. 
 
All right. Our next topic is the Taxpayer Protection Program. This was put 
together about two years ago. And what this does is this identifies suspicious 
returns when they first come through the door. You used to wait until July to 
get your refund, and if you got it before then, you were really, really happy. 
Then we started getting faster and faster and faster and faster until, because of 
today’s society (Today is an immediate satisfaction society. I push a button. I 
want what I want. Well, now we can get them.), if you file your return, you 
can get them in 21 days or less.  
 
The problem that comes in, as was alluded to earlier, is that we accept the tax 
returns before the Form W-2 is received by Social Security and before it goes 
to IRS. We generally don’t get the W-2 until probably starting in June. We 
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start going against the accounts. So, except for changing the filing season to 
go later in the year, staggering different things – and all these are on the table 
(Social Security has been talking to IRS, we have been talking to them about 
what to do and how to beat this) – until that happens, what we have to do is 
try to identify suspicious returns when they come through the door. 
 
When the tax return is filed, what generally happens is it takes two paths. The 
first one is what is called the Electronic Fraud Detection System (or EFDS). 
And what this does is it goes through and it looks at all the different lines on a 
tax return, paper and electronic. And, based on the different lines in the tax 
return and how they relate to each other… for example, you’ve got an 
adjusted gross income of $10,000 and you’ve got $15,000 in contributions. It 
could be suspicious. And trust me; that has happened. What it does is it looks 
at all the different lines on the return, it compares one against the other, and it 
gives it a score. And all the score does is it identifies the risk of a suspicious 
return. It doesn’t say that it is; it doesn’t say that it isn’t. All it says is that 
there is a risk of identity theft or fraud on this return.  
 
Once it goes through EFDS, it makes a right-hand turn and it goes over to our 
Dependent Database. Now, Dependent Database doesn’t necessarily mean 
“dependents.” What it does is: our database has a bunch of different filters in 
it, and the filters identify things that we have seen in identity-theft schemes. 
Right now, we have 195 specific filters just for identity theft. And the thing 
about using the Dependent Database is it allows us to manipulate these 
different filters in real time so that if we see a scheme coming down the road 
and somebody calls in and they say, “I’ve seen a lot of this,” we can take 
those filters and design that scheme in the Dependent Database. When a return 
comes through, it looks for it. If it finds that criteria, it pulls it out, and, again, 
assigns it a score as a potential for identity theft. 
 
So, once these are pulled out, then it gets interesting because it then goes to 
your desk, and you may see some things like this. In 2014 – just to give you 
an idea of how effective this is – we had 5.6 million returns we identified, so 
we are pulling them out. We know we have a long way to go, and we intend to 
work on the filters going down the road as they become more available. As 
they get more sophisticated, we can change. 
 
We also had $545 million in fraudulent refunds returned from the banks. So, 
we have that on our side, too. If the banks see something, they can then return 
it to us and say, “This is potentially suspicious.” 
 
Once the Dependent Database picks it out and identifies it as a potentially-
fraudulent return, we send a letter to the taxpayer. And the taxpayer goes to 
the address that is on the return. Now, the reason we do that is it has to go 
back to the person who sent it. If your client gets one of these letters, the best 
advice you can give them is “Respond to it.” We give them 30 days. If they 
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don’t respond to the letter in 30 days, the return gets pulled out of processing 
and it goes into this big black hole (and the return goes in there). It gets put in 
the crate and is never seen again. So, have them respond to the letter if they 
get it. Now, it’s at this point when the letters go out that you may get involved 
in the process because they are going to come to you and they are going to 
say, “What do I do?”  
 
Now, there’s three possible letters that go out. The 4883C: this goes out to 
anybody who is filing a potential identity theft return for a prior year during 
the current processing year. So, this year, we filed our 2014 taxes. If 
somebody files a 2013 or earlier and it looks suspicious, then it is going to get 
kicked out and they are going to get a 4883C. The 4883C requires the 
taxpayer to call up to our taxpayer protection number and answer a series of 
questions so we can authenticate them as the person that they are.  
 
Again, it is very important that they call. If they don’t call, we don’t know it is 
them. If they didn’t file the return, we want them to call and tell us, “We 
didn’t file the return.” There are things we can do to clear the account out so 
when they do file the return, things will be easier for them. But no matter 
what, if they get a letter, call. 
 
The second letter: the 5071C. These are for potential identity theft returns for 
a current-year return filed during the current filing season. And this is the one 
you are probably going to see the most of because people are going to file 
2014 returns. If we think they are suspicious, they are going to go right out.  
 
Now, this one has an interesting option to it. This has two options: you can 
either call up the taxpayer protection line, or it is going to give you an option 
to go online. And the online website is idverify.irs.gov. Now, I’ll admit the 
first year we did this, we did not do a very good job of letting practitioners 
know this existed. And we stood up here on the stage and we said that we do 
not have a website that is going to ask you for personal information to verify 
who you are. It is probably fraudulent except for this one. We do have it.  
 
The ID Verify is a real-time system that is going to ask the taxpayer a series of 
out-of-wallet questions. These are the ones I talked about earlier. “Which of 
the following cars relates to you for 2011? Which of the following addresses 
relates to you for 2005?” They are all designed, based on public record 
information, to verify who the taxpayer is. All we want to do is make sure the 
person on the other end of that computer is the person we think it is. If it’s not, 
and they fail authentication – and some people do, and I’m not saying that 
everybody who gets this (a legitimate taxpayer) is going to pass the 
authentication. Sometimes you look at the questions, some folks just say, “I 
can’t do this,” and they can’t answer it, and they fail.  
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If they fail authentication, they still have the option of calling the Taxpayer 
Protection Program number on the letter and verifying it over the phone. 
Some people just don’t trust websites, and that is fine. My parents will never 
buy anything over the Internet. And if I asked them to put their information on 
a website, they would look at me like I had three heads. So, some people just 
don’t like it. That is fine. So, they can call up the taxpayer service, verify 
themselves over the phone, and move forward.  
 
If for some reason they fail this one, there’s still a third option. They can go to 
a taxpayer walk-in site with two forms of identification – a Social Security 
card and a picture ID – and they can verify in-person. And it has been known 
that some people for some reason fail both authentications. We don’t want the 
legitimate taxpayer put out just because maybe they didn’t understand a 
question or they feel uncomfortable. That is fine. We want them to do 
everything they possibly can.  
 
The last letter is the 5447C. This letter is going out to anybody who files an 
international return. You may not ever see this because these go overseas. 
This contains an international taxpayer number where they can call. We don’t 
want them calling people in the states to say, “Oh, we think it’s suspicious, so 
go ahead and make a long-distance call across the pond.” We would rather 
have them call a local international number. 
 
All right. Again, if you receive a notice from the IRS such as a verification 
request, the most important thing is to answer it, whether or not they filed the 
return. The warning signs they are going to get: if they received a letter and 
they didn’t file the return or their letter looks suspicious, it could be a 
problem.  
 
How many have seen this one, where you e-file the return and they can’t do it 
because they have already filed? Okay. A very good number. If you didn’t 
raise your hand this year, sometime in the next couple years, you probably 
will. This is the most common. And this is the one where they sit across the 
desk from you and they go, “Now what?” So, this generally means that 
somebody has their information. You get to be the first person to tell them, 
“Your information has been compromised.” 
 
What we would like you to do is to go through the tax return, make sure that 
all the numbers are right, make sure that nothing has been transposed, make 
sure all the dependents are right, make sure that the Social Security numbers 
are right, dates of birth are right. Look at the reject code and make sure the 
reject code says that it couldn’t be filed because this person filed as a primary 
or secondary on another account (that is a dead giveaway). If it does, then you 
have got to take the next step and they have got to protect themselves against 
identity theft.  
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If you receive a notice about an employer who has a W-2 for your taxpayer 
that they didn’t work at – and this usually happens in the fall, say from June 
through November – our underreporter unit will go through and they will 
match up the W-2s against the tax returns, and they will find that one is 
missing. And let’s say that this W-2 comes in and it’s out of North Carolina, 
and this person made about $20,000 in North Carolina. Your client only made 
$30,000 all year, so, of course, our underreporter is going to kick out and say, 
“Hey, most of your income wasn’t reported. You’ve got this big chunk out 
here.”  
 
Well, your client is going to look at it and they are going to say, “I didn’t earn 
this income.” The best thing they can do is call back the number on the letter 
and say, “I didn’t earn this income.” We need to know that. We need to know 
the information has been compromised so we can mark their account that they 
are at risk for identity theft. It is very important. Some people just go ahead 
and ignore it. And what happens if they ignore it, it gets assessed. Then you 
start getting collection letters. And it is harder to get out of collection once it 
has been assessed than it is to stop it from getting assessed in the first place. 
 
Okay. Steps for identity theft victims: if your client is across from you and 
you have to say those words that, “You’ve been a victim,” the first thing you 
want them to do is file a police report. The reason we do this is because we 
have a cooperative agreement with local law enforcement that we didn’t have 
three years ago that if local law enforcement sees a pocket of identity theft in 
the area, they can then go through a couple of steps to contact IRS. IRS will 
send a waiver to the victims that they are looking at which allows us to send 
limited information to local law enforcement so they can investigate the 
crime. We didn’t have that a couple years ago. It started in the state of Florida 
(go figure) and it has worked out really well. It has since gone nationwide. So, 
if your client is a victim, file the police report. Whether or not it’s tax-related 
or not, it’s across the board.  
 
Second thing is: file a complaint with the FTC. The FTC needs to know that 
this person has been a victim. They need to know the information about the 
scheme so they can put together their reports, they can contact us and say, 
“Hey, we are seeing a lot of this going around.” 
 
They need to contact one of the credit bureaus. Now, I say “one” of the credit 
bureaus because, by law, once you contact one of the credit bureaus to put a 
fraud alert on your account, they are required by law to contact the other two. 
So, all they have to do is contact one. They don’t need to make all the phone 
calls and put a fraud alert on all three. Just do the one, but it is very important 
that they do. 
 
The last thing on the list is to get a copy of their credit report. Look at any 
accounts they have on their credit transcript. Do they have any accounts that 
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are out there that, one, were opened up without their knowledge or 
authorization? Dead giveaway; obviously, close it. Contact the lender, contact 
the financial institution, and close the account immediately.  
 
Also, as long as they have been a victim in one spot, it is time to do a little 
housecleaning. Go through and find out how many accounts they have out 
there that are open that they are just not using. And you would be amazed the 
number of credit cards, loan accounts, that are just sitting there. “They’ve 
been opened up in past years, but they’re just sitting there because I haven’t 
needed it for a while.” If you’ve got an active account and you’ve got an 
active number, you’ve got a target. So, it is time to do a little housecleaning – 
loans, credit cards, lines of credit, anything. If they have it, go ahead and close 
the account. Button up things as close as possible. 
 
All right. For tax-related ID theft, we want you to take one more step. We 
would like you to file the Form 14039, which is the Identity Theft Affidavit –  
and this is a form that tells us that your client has been a victim of tax-related 
or is suspected of being a victim of tax-related identity theft – and send it into 
the IRS. Again, respond to any letters and notices that they get. 
 
The last one seems kind of obvious, but you would be surprised the people 
that don’t do this. Continue to file the taxes even if somebody else already has 
under your number. Just because a return has been filed under your Social 
Security number doesn’t give you a pass on this year’s taxes. You have still 
got to file the return. They are going to file a paper return, but they have still 
got to file the correct return. 
 
Preparers will need a power of attorney or a CAF if the identity theft unit is 
going to talk to them. One question I can answer from the last one as to why 
that box is on there for the preparers: that is only for submission processing 
during the processing of the return. It doesn’t allow IRS to talk to the 
practitioner about the tax return after it has been processed. It is only if IRS 
has a question during the processing of the return to get it posted. That is why 
the box is there. But if they are going to talk to you about the identity theft 
case, make sure that you put on the power of attorney the tax year, the tax 
return, and all identity theft matters. Because, in some cases, depending on the 
identity theft, if you call up, even if you are the power of attorney for the 1040 
for that year, they may not talk to you about the identity theft case. So, make 
sure that you put the identity theft case on the 2848 when you file it with IRS. 
 
The top line says, “Submit only for taxpayers who are at risk or suffered a 
personal loss with an SSN.” I am going to change this and I am going to say, 
“If somebody believes they are at risk for this happening.” I would rather have 
it be proactive than reactive. If somebody comes to you and says, “I think I 
have lost my Social Security number” or “This place got hacked and my 
Social Security number was in these records,” go ahead and file the form.  
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When you check the appropriate box… there are two boxes on the 14039. Box 
1 says, “I’ve been the victim of identity theft and it has impacted my tax 
administration.” That is generally one of the ones where I couldn’t file the 
return because somebody else already has. That’s where that pops in. So, if 
that has happened to you, you check Box 1.  
 
Check Box 2 if the person has had an incident happen that you believe it may 
include a Social Security number, but it hasn’t impacted their taxes yet. These 
are going to happen, for example, after the fact. You hear your doctor’s office 
got hacked and lost all their records. You think your Social Security number is 
on their records. “I want to be proactive.” You check Box 2 because Box 1 
generally means you couldn’t file a tax return, and you’re going to have to do 
a second step. Make sure that you do all verification there is. You are going to 
have to put a copy of a Social Security card and a state ID form on there so we 
know who you are. Follow the submission instructions. Now what this means 
is, depending on which box you check and how you file the return depends on 
the instructions you are going to follow.  
 
If you are filing it regarding a tax-related incident, you have to put the 14039 
on top of the tax return and file it in the place where you normally file a paper 
return. You would send it to the regular place you normally would. If you are 
sending in just the form itself – there was no tax return impact, but you think 
there might be, you check Box 2 – look on the back of the form and find out 
where to send it, because that is going to have a different address than the 
actual tax return is going to go to.  
 
What happens when we receive the paper return is it comes in, we mark it as a 
potential identity theft return on the account, we take the information off of 
the account, we send the information over to our IPSU (which is the Identity 
Protection Specialized Unit), and they go ahead and process the information. 
We go ahead and process the return, and this is where it gets a little bit 
interesting.  
 
The IPSU goals are, basically, identify it, because either you’ve picked it and 
sent in the 14039 or it’s through filters. Correct the accounts quickly, and this 
is where I want to identify the word “quickly.” We’ve had a lot of complaints 
because, well, it takes a long time. Right now, the average time for getting an 
identity theft return turned around – that is one that has already been impacted 
– is usually about 120 days. It wasn’t too long ago… as a matter of fact, two 
years ago, it would take a year. Part of the reason is sheer volume. We go 
through just about 900,000 identity theft returns a year, and we have to go 
through and fix each one of them.  
 
Again, part of IPSU is putting indicators on accounts. We want to make sure 
that once it happens to your taxpayer in the beginning, it doesn’t happen 
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again. The worst thing that could possibly happen is you go through the 
trauma of “I can’t file my return,” send it to us, and it happens again next 
year. I am not saying it can’t happen. There is a little window that allows it to 
happen. For example, if you file the 14039 and you file it in October, there is 
a very good possibility we may not get that resolved until after the next filing 
season starts, after the 120 days. So, there is that little window, but we like to 
get it done as soon as possible and be able to stop it from happening again. 
 
The third thing is to be able to communicate with the ID theft victim. We want 
them to know, and we’ll be the first to admit our communication in the past 
has not been that great. Right now, we are writing letters to let taxpayers know 
what the statuses of their cases are. We send them a letter when the case gets 
resolved. We want the taxpayer to feel comfortable in what it is that’s going 
on with the IRS because we don’t want them to think this application goes in 
this big black hole.  
 
Which brings us up to the IP PIN: once a case is resolved, the taxpayer is 
going to receive a CP01 letter saying, “We have resolved your identity theft 
case. It’s over. It’s done. You’re finished.” In December, if they get the case 
resolved fast enough (usually by a cutoff date in mid-November), we are 
going to send them a CP01 letter. The CP01 letter is a letter that contains their 
Identity Protection PIN. We send it out once a year in December to the 
address of record. Now, we know that some taxpayers move, and we’ve got a 
way around that. We use it for self-reported people: people who call us and 
say, “I’ve been a victim;” victims that we identify through different fraudulent 
filings; and the program you’ve all heard of from Florida, Georgia, and 
District of Columbia. The reason these were picked: these are the highest 
areas, per capita, of identity theft in the country. For those of you who have 
heard about Florida being a hotbed of identity theft, Florida was not number 
one. Washington, DC, was number one per capita in the country. So, that’s 
why they are there. So, if they went through our program, they are going to 
get a CP01 letter in December.  
 
What the IP PIN does is it authenticates the taxpayer. It acts as one more layer 
of authentication. It’s a six-digit number (not the five-digit) that we change 
every single year, send to the taxpayer, and it puts one more level on to make 
sure that that is the right person. Nobody in IRS knows that number except for 
your client. Our assistors don’t know the number. Our people who are 
processing don’t know the number. When they file the return, it goes on the 
return, and it’s matched against our master file. It’s either denied or allowed 
(and goes through). Nobody in IRS can actually give them that number again.  
 
The results of our IP PIN program: as the commissioner said, they are under 
review. We want to see, one, what the appetite is. Is this something the 
taxpayers want? If we put it out there and they don’t want it, then why offer 
it? Is there a better way to do it? What was the success rate with people who 
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were victims before who went in and said, “Well, I want to do this on my 
own”? So, we actually went through, and we’re looking at that. We will 
probably have a study. Right now, anybody in these three states, regardless of 
whether they are a victim or not, can go in and file for an IP PIN. We are 
looking to see whether it can be expanded to the rest of the country, and we 
will work forward from there. 
 
Again, a new number is received every single year in a CP01A. There is no 
opt-out condition right now. This is part of the problem with offering it 
nationwide. Once you get an IP PIN, you are getting one every single year. 
We cannot get you out of the program. One of the things we did change – and 
again, I said, “Nobody knows what that number is” – if your taxpayer loses 
the number or has moved and doesn’t get the IP PIN, there is a way they can 
get it. They can go online to the identity theft website on IRS.gov and it 
explains all this. Or they can go to www.irs.gov/getanIPPIN (it is all one 
word), and after going through and creating an account, they are going to need 
a valid email address that they can access during their account creation. They 
will create an account, pass the authentication questions, and we will give 
them their original IP PIN right there on the spot. It will not be replaced, but it 
will be their actual IP PIN. After that, they can go in and get that every single 
year online if they want, or they can wait for the letter.  
 
But we are looking at… because what was happening was taxpayers were 
calling in and we were giving them what is called a Replacement IP PIN, and 
this is still going to happen. If somebody calls into our assistors and they say, 
“I’ve lost my IP PIN. I need my IP PIN,” we are going to authenticate the 
taxpayer over the phone. But because it’s a phone authentication and we can 
only do so much, we are going to give them a Replacement IP PIN, but it is 
not going to be their original IP PIN.  
 
What is going to happen is it’s guaranteed it’s going to delay processing 
because, while the PIN is going to allow the return to get accepted if you are 
filing electronically, it is not going to post it. It is only going to accept it. It’s 
going to go to our unpostables unit where people are going to manually verify 
this is the right person. So, if they call up our taxpayer service number and 
they get an IP PIN through that, tell your client you can guarantee that it is 
going to be delayed. And I don’t know how long it’s going to be; depending if 
they filed during peak season or not. 
 
All right, the future of our victim assistance. One of the things we are always 
asking ourselves is, “How can we better serve the victim?” Because if any of 
you have ever been victims yourself, you know it is a traumatic experience.  
You are going to call an organization you really don’t like about a situation 
you like even less. So, you are already behind the ball. So, what we are going 
to do is we’re moving towards more online products. We want to find out later 



Helping the Identity Theft Victim 
 

 

July 2015  Page 13 of 16 

on if we can make the 14039 an electronic process. Can we file it 
electronically?  
 
If we have a big data breach and you’ve got – let’s say OPM – you’ve got 24 
million people. And all 24 million people in OPM say, “Well, my Social 
Security number was on that file. I’m going to file a 14039.” Within three 
weeks, we receive 24 million 14039s. The delay in processing is going to be 
extensive. So, the question is “Can we make this an online product?” One of 
the questions of this was “Can we make the retrieval of the IP PIN 
electronic?”, and we did. We put it up on the website. We have a methodology 
for doing it, and it’s made it a whole lot easier.  
 
We are looking at the Florida-Georgia-DC project to find out if we can 
expand it further, if the whole country can get it. Is there a better way of 
authenticating? We got a lot of feedback from taxpayers that said, “I couldn’t 
pass the authentication.” There is a higher level; there is a lower level. What 
level is appropriate? 
 
And one of the things we are talking about next is centralizing the work. We 
have a brand new unit (and it’s only been in existence since probably 
February), and this is the Victim Assistance unit, which is where I work in 
downtown Washington. And what we did was we moved 1,700 people into 
one business division. When we first developed identity theft, we used to have 
a unit in every operating division in the IRS. Wage and Investment had one; 
Small Business had one; Tax-Exempt had one. And we had about 15 of them, 
I guess. And it worked really well in one aspect because these people had an 
expertise. If an identity theft return came into the business unit, they got 
business down. 
 
The problem occurred when there was a crossover: when Small Business got 
an identity theft affidavit or return and they could process that return, but it 
also had an impact on the taxpayer. Well, then they have got to shift it back 
over to Wage and Investment. We had to work on it for a while. We worked 
on it and sent it right back over to Small Business. They took care of their 
information, and it caused a delay in the processing.  
 
So, by doing this – by putting all 1,700 people from all the different divisions 
into Wage and Investment (into one area) – we think we can better serve the 
taxpaying public by having all kinds of experts in one office. It is a brand new 
office. We just moved everybody over in the last part of June. So, we are still 
having meetings about deciding how we are going to do things, but we want 
to be better. We want to be more consistent. We want to make sure that the 
service you are getting on an already bad issue is as good as we can get it.  
 
We are relying on the practitioner community for feedback. What’s working? 
What’s not working? We get some amazing letters from practitioners saying, 
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“I’ve had clients that have had this. Could you do this?” and it is something 
that… we’re up in the tax cloud. We may not see things on the ground level. 
You see it across the desk. Your suggestions are always good. So, if you have 
any, please fill out suggestion forms and send them into the IRS. We like to 
see them. We really do. We want to have service better for you. 
 
For additional resources, everything I’ve said today is on IRS.gov. I really 
would recommend that if you have clients that you think are victims of 
identity theft, we have an identity theft website. Go in there and become 
familiar with it. Write down some key components about what your clients 
can do right off the board. And if you get that return back that says, “I’m 
sorry. I can’t file it because somebody else already did.” “What do I do?” 
“Here are some things we’d like you to do.” Because the more educated your 
client is, the better we can service them. The more educated you are, the better 
you can serve your clients. 
 
The publications are all on the website. Just search keyword “IP PIN.” The 
last one on there, because we got a lot of pushback on the 5071C letter of, “Is 
this a real letter?” if you ever get a notice that looks like it’s fake or you’ve 
got questions about it, go to IRS.gov and do a search on that letter number. All 
of our letters are online. Pull it up. It will show you, word for word, what that 
letter should look like. If it is different, call the IRS and tell them. 

 
[End of Audio] 
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Glossary 
 
Form 14039, Identity Theft Affidavit – Complete and submit this form if you are an actual or 
potential victim of identity theft and would like the IRS to mark your account to identify 
questionable activity. 
 
Identity Protection Personal Identification Number (IP PIN) – An IP PIN is a 6-digit number 
assigned to eligible taxpayers to help prevent the misuse of their Social Security number on 
fraudulent federal income tax returns. An IP PIN helps the IRS verify a taxpayer’s identity and 
accept their electronic or paper tax return.  
 
Letter 4883C – This letter is for suspicious prior-year returns. These taxpayers must call the IRS 
Taxpayer Protection Program toll-free number that is on the letter in order to verify their 
identities and let IRS know if they did or did not file the return. 
 
Letter 5071C – This letter is for suspicious current-year returns. These taxpayers are asked to 
first verify their identities online at www.idverify.irs.gov. In order to verify the identity of the 
taxpayer, the Out-of-Wallet (OOW) website requires the user to correctly answer disclosure 
questions and additional personal questions that only the valid taxpayer is likely to know. They 
can also use this website to inform IRS if they did or did not submit the return in question. 
 
Letter 5447C – This is for suspicious returns that have a foreign address. These taxpayers must 
verify their identities with IRS by either calling an international Taxpayer Protection Program 
line or by mail. 
 
Tax-related identity theft – Tax-related identity theft occurs when someone uses your stolen 
name and Social Security number to file a tax return claiming a fraudulent refund, or when 
someone uses your Social Security number to obtain employment.  
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